Fault Classification of the Error Detection
Logic in the Blade Resilient Template

Felipe A. Kuentzer, and Alexandre M. Amory

May 9th, 2016

Pontificia Universidade Catolica do Rio Grande do Sul, Porto Alegre, Brazil

PUCRS # GAPH
B oo AT e sl G (e Pontificia Universidade Catolica do Rio Grande do Sul



Delay Overheads

« Delay margins limits performance gains and increase power
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Delay Overheads

« Delay margins limits performance gains and increase power

consumption
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* Increase desire to operate near threshold voltage levels
— Challenging in technologies like 45nm, 28nm and below due to PVT
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Resilient Design

* Resilient design emerged as a solution to reduce timing
margins

 Allow the circuit to operate with relaxed timing constraints
— Extra logic to detect and recover from timing violations
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Resilient Design

* Resilient design emerged as a solution to reduce timing
margins

 Allow the circuit to operate with relaxed timing constraints
— Extra logic to detect and recover from timing violations

« Past synchronous resilient designs
— Metastabllity issues
— High recovery penalties
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Resilient Design

« Blade combines the advantages of the asynchronous design
and the best features of past resilient schemes

— 30% power reduction at the same performance for a 10% area
overhead
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Resilient Design

« Blade combines the advantages of the asynchronous design
and the best features of past resilient schemes

— 30% power reduction at the same performance for a 10% area
overhead

* Why resilient designs are not widely used?
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Resilient Design

« Blade combines the advantages of the asynchronous design
and the best features of past resilient schemes

— 30% power reduction at the same performance for a 10% area
overhead

* Why resilient designs are not widely used?

« Challenges in terms of testability
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Testability Issues

* Resilient circuits are inherently tolerant to timing violations
— Pass/fall criteria needs to be re-examined
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Testability Issues

* Resilient circuits are inherently tolerant to timing violations
— Pass/fall criteria needs to be re-examined

« Area overhead may be critical
— Limited chip area for test circuitry
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Testability Issues

Resilient circuits are inherently tolerant to timing violations
— Pass/fall criteria needs to be re-examined

Limited chip area for test circuitry
— Area overhead may be critical

Is functional test enough?

Can we use existing error detection logic for testing?
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Outline

Blade Template

Simulation Environment
« EDL Fault Classification

 EDL Fault Analysis

— Stuck-at Faults
— Delay Faults

* Conclusions and Next Steps
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Blade Template

 Blade controller

— Two 2-phase BD channels
« Land R
« LE and RE

PUCRS #GAPH

Grupo de Apoio ao Projeto de Hardware

LE.Req
LE.Ack

L.Ack
L.Req

L.Data

<« Blade <—
pi Controller |
< > ¢D <
—»( // [ > A —>
Reconfigurable Delay Line (5) o = :Err
= £
© ﬁ“’ ,L
Y
Combinational
— . P Latch »
Logic
Error Detection Logic

Blade Stage

[Hand et al., ASYNC 2015]
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Blade Template

 Blade controller LE Req | < Blade |« RE.Req
LE.Ack p{ Controller (| RE.Ack
— Two 2-phase BD channels LAk | < - D || Rack
L.Req | »( // | > a —>» | R.Req
* LandR Reconfigurable Delay Line (6) o 2 A
« LE and RE S| 5 L

Combinational

. » Latch »| R.Data
Logic

L.Data |—

* Error Detection Logic (EDL)

Error Detection Logic

Blade Stage

[Hand et al., ASYNC 2015]
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Blade Template

 Blade controller LE Req | < Blade  |«—|Re.Req
LE.Ack p{ Controller (| RE.Ack
— Two 2-phase BD channels LAk | < - D | Rack
L.Req | »( // | > a —>» | R.Req
* LandR Reconfigurable Delay Line (6) o 2 A
« LE and RE 3 &)

Combinational

. > Latch »| R.Data
Logic

L.Data |—

* Error Detection Logic (EDL)

Error Detection Logic

Blade Stage

[Hand et al., ASYNC 2015]
« Two reconfigurable delay lines
— 0 time where data can be propagate through the EDL
— A time that the latch is transparent
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Error Detection Logic
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Controller
I | __ A _ A _ D
I CLK Sample T 2 | —
| w e} I
X
: |
From other I
| Q-Flops > | Cout
| |
| LOFO{arer] 1 O
| i ik From other I
| D‘ _é_f‘\_ EEE C-elements D ¢ I Sample
-+ Latch it —>
‘D Q
| : | Errl
I ' . .
| _ il ErorDetectionlogic, o

[Hand et al., ASYNC 2015]
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Error Detection Logic

Controller
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[Hand et al., ASYNC 2015]
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Error Detection Logic
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[Hand et al., ASYNC 2015]
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Error Detection Logic
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Error Detection Logic | .

[Hand et al., ASYNC 2015]

TRW = A+ tx o
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Simulation Environment

« Two types of faults are considered
— Stuck-at faults
» Wires stuck-at-0 (STO) stuck-at-1 (ST1)
— Delay faults
» Longer propagation delay (LPD)
» Shorter propagation delay (SPD)
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Simulation Environment

« Two types of faults are considered

— Stuck-at faults

» Wires stuck-at-0 (STO) stuck-at-1 (ST1)
— Delay faults

» Longer propagation delay (LPD)

» Shorter propagation delay (SPD)

* Only single faults are considered

« Data is not masked between stages
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Simulation Environment

« 3 stage pipeline

stage O stage 1 stage 2
LE.Req «— Blade e Blade < Blade 44— RE.Req
LE.Ack —» Controller P Controller Controller = RE.Ack
LAk «| o |« > > |« D [€¢ RAck
LReq —»| A L ammn® e > T Y > Ree
T . 1] . T
| g [Er Delay Line (3) «| | Ter Delay Line (8) | 2| e
Y ﬂ" 2 < Hf < 3]‘ 2
Y
Combinational Combinational
L.Data —t» Latch . - Latch ) | Latch » R.Data
Logic Logic
Error Detection Logic Error Detection Logic Error Detection Logic
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Simulation Environment

« 3 stage pipeline
— Dummy combinational logic — balanced stages
— Timing violations (TV) by extending the inverters delay

stage O stage 1 stage 2

Blade Blade 4— RE.Req

LE.Ack —» Controller P Controller » Controller = RE.Ack

LAck < Fo p .. D |4 RAck

< <
< <
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Y 2 " z
Y

LData —{ Latch l-.—[>o—Do—[>o— —» Latch » —I>0—Do—[>o— —p| Latch » R.Data

Error Detection Logic Error Detection Logic Error Detection Logic

LE.Req «— Blade

CLK
Sample

CLK
Sample

CLK
Sample

Y

PUCRS /(&/ GAP H SIMULATION ENVIRONMENT | 10

Grupo de Apoio ao Projeto de Hardware Pontificia Universidade Catolica do Rio Grande do Sul




Simulation Environment

« 3 stage pipeline
— Dummy combinational logic — balanced stages
— Timing violations (TV) by extending the inverters delay

« Faults are inserted only in stage 1

« Error signals are observable ......................
stage 0 - stage 1 stage 2
LE.Req «— Blade o . Elade < Blade 4— RE.Req
LE.Ack —» Controller ". Controller » Controller = RE.Ack
LAk «| o |« p H oA < ciﬁo <4— R.Ack
tRea —»| A Ly yammnn’ | NG N - > RReq
v ;E_ o Delay Line (8) x 45_ Err Delay Line (8) v 45_ -
< ﬁ" 2 ~ ﬁf : Y Ay [
Y : :
LData —» Latch l-,—[>o—[>o—[>o— 0 Latch > —I>o—[>o—[>o— —»| Latch » R.Data
Error Detection Logic E Error Detection Logic Error Detection Logic
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Fault Classification

* Generalizes the relationship between cause and effect of
the analyzed faults
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Fault Classification

* Generalizes the relationship between cause and effect of
the analyzed faults

« Some faults only affect the performance

« Some faults impact directly the circuit resiliency
— Disables the EDL
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Fault Classification

* Generalizes the relationship between cause and effect of
the analyzed faults

« Some faults only affect the performance

« Some faults impact directly the circuit resiliency

— Disables the EDL UN undetectable
PST pipeline output stuck at a value
PH pipeline halted
ERR_ST errors in the faulty stage
ERR_NST errors in the next stage
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UN undetectable

Fault Classification & =

ERR_ST errors in the faulty stage
ERR_NST errors in the next stage

 Fault classification for stuck-at fault model

Faulty SA0 SA1l | Controller
Line | wo/ TV w/ TV wo/ TV | w/ TV A y
wl PH PH PH PH I ek Sample w112 w2 |
w2 | PST PST PST PST | ra
w3 | ERR_ST | ERR_ST | ERR_ST | ERR_ST | w8 |
wa UN | ERR_NST | ERR_ST | ERR_ST : From other wid
w5 UN | ERR_NST | ERR_ST | ERR_ST | o S :
w6 UN | ERR_NST | ERR_ST | ERR_ST | 5 Dws;‘:r: .C 2 ™N\w7Q-Flop |
wT UN ERR_NST | ERR_ST | ERR_ST | : ‘ X§E=— F /{m |
w8 PH PH PH PH A i Celements
w9 | UN PH PH PH _:Mf__,, Latch pout |
:D Qa:: |
w10 PH PH UN PH | 5 it |
wll UN PH PH PH | ] ]
wi2 | PH PH PH PH L _ ‘ezt Error Detection Logic
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UN undetectable

Fault Classification & =

ERR_ST errors in the faulty stage
ERR_NST errors in the next stage

 Fault classification for delay fault model

- - | Controller
Faulty SPD LPD N
Element wo/ TV | w/TV | wo/ TV w/ TV T Tk T T T T T Sample| =1 2] T
Latch - - ERR_NST | ERR_ST / ERR_NST : yaVvatl
teomp ERR_ST | ERR_ST UN | ERR_ST / ERR_NST | :
tr UN | ERR_NST | ERR_ST ERR_ST | _ oo |
XOR Gate - ; ERR_ST ERR_ST R P A D |
C-element i i UN ERR_NST L !_)MD—X*:D/{_{)* Q-Flop|
OR Gate . . UN ERR_NST : Hu HE | omoter :
Q-Flop - - - - ID|n ;D_» Latch Q Dout >
OR Gate (Err1) - - - - | ; 1 |
AND Gate (Err0 - - - - | . .
2te (50 L _ ‘e Error Detection Logic
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Stuck-at Faults

Controller
wl I —————— I Y
Sample wi1e |wiz |
— SA0 |
w8
 Pipe halts (CLK never rises) e Wﬂ’:
* Pipe halts (CLK never falls) |
C-elements DOUt |
i)
|
I

R i Error Detection Logic,
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Stuck-at Faults

Controller
wl  TI——————_———_ I W
Sample w112 iz |
— SAO |
w8
 Pipe halts (CLK never rises) e w1d
— SAl C *5 w7 Q-Flop

|
|
* Pipe halts (CLK never falls) o :
w4 Dout E;
— SA0 _amEmes | Error Detection Logic
« Erroris never captured and TV propagated to the next stage
— SAl

« Error is always generated, but circuit is still functional
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Delay Faults

— SPD

* It won't affect the functionality

_ LPD L

Din ! .
* Only affects the performance || ;D’

|

—
+ Q-Flop, OR and AND i

I

I

I
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Delay Faults

e C-element and OR Gate

— LPD

e Canmissa TV
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| Controller
- | A A
| CLK Sample T w212 iz |
I © “ I
I w8 l
I From other qu
| . Fops
|
| 71Q-Flop
[ R I s TR H e B At
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Dout
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Delay Faults

| Controller
» C-elementand OR Gate —1————— — Sy -
CLK Sample T iz |
— LPD | 7 |
« Canmissa TV : ) e wﬂ»‘il
: 71Q-Flop :
k| : ......... |
D J— Dout :)
X I
C,.e _ Cemmmsmmammananzi Error Detection '£g_icJ|
ORout
Sample
Errl
ErrO
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Delay Faults

| Controller
» C-elementand OR Gate —1————— — Sy -
CLK Sample T iz |
— LPD | 7 |
« Canmissa TV : ) e wﬂ»‘il
: 71Q-Flop :
k| : ......... |
D J— Dout :)
X I
C,.e m—) _ Cemmmsmmammananzi Error Detection '£g_icJ|
ORout
Sample
Errl
ErrO
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Delay Faults

| Controller
» C-elementand OR Gate —1————— — Sy -
CLK Sample T iz |
— LPD | 7 |
« Canmissa TV : ) e wﬂ»‘il
: 71Q-Flop :
k| : ......... |
D J— Dout :)
X I
C,.e m—) _ Cemmmsmmammananzi Error Detection '£g_icJ|
ORout
Sample
Errl
ErrO
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Delay Faults

« Captured by the next state

CLK

| Controller
¢ C-element and OR Gate e
— LPD | 8
e« CanmissaTV : —
e LR
I
I
I

»

X

DJ_—
—

out

OR

out

Sample TV at the end
Errl Of TRW

ErrO
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Delay Faults

_ Controller
() —_— A A
Delay line — teomg e T T T T T T el g
— LPD | |
w8
* Undetectable withouta TV | ; : — "
| . 'w : L e D |
: l ID_X:-;.-:E"‘C /{ w7 Q‘FlOp :
| L G o |
| Din w2; D_)_ Latch 5 Dout b
I E I
I :
| _ waiiimmani Error Detection Logic,

PUCRS /(0/ G AP H EDL FAULT ANALYSIS | 17

Grupo de Apoio ao Projeto de Hardware Pontificia Universidade Catolica do Rio Grande do Sul




Delay Faults

_ Controller

 Delay line — S — I W

€ ay € tcomp : CLK Sample e iz |

— i |

LPD | s |

* Undetectable withouta TV | ; : — "

| . 'w ; L e D |

I S gt e reDx Q-Flop| |

CLK : : E E E_ From other |

— . _E_rL E i i C-elements |

D | —IM;—D-» Latch Qi o= P>

y : : i |

c. L _ CemimiiiEiini Error Detection LBS_iCJl
OROUt
Sample
Errl
ErrO
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Delay Faults

_ Controller

 Delay line — S — I W

€ ay € tcomp : CLK Sample e iz |

— i |

LPD | s |

* Undetectable withouta TV | ; : — "

| . 'w ; L e D |

I S gt e reDx Q-Flop| |

CLK : : E E E_ From other |

— . _E_rL E i i C-elements |

D | —IM;—D-» Latch Qi o= P>

y : : i |

c. L _ CemimiiiEiini Error Detection LBS_iCJl
OROUt
Sample
Errl
ErrO
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Delay Faults

_ Controller

* Delay line — e ——— E—— " -

€ ay € tcomp : CLK Sample e iz |

— vz |

LPD | _ |

* Undetectable withouta TV | ; : — "

| . 'w ; L e D |

I l ID_)(?{-,.;:*‘C /{ w7 Q‘Flop |

CLK ‘ : : E E E_ From other |

— . _E_rL E i i C-elements |

D | —IM;—D-» Latch Qi o= P>

y : : i |

C.. L _ smmmooooocind Error Detection 'QS_iCJl
OROUt
Sample
Errl
ErrO
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Delay Faults

_ Controller

* Delay line — S — Ep— e W

€ ay € tcomp : CLK Sample T iz |

— i |

LPD | s |

* Undetectable withouta TV | ; : — "

| . 'w ; L e D |

I l ID_)(?{-,.;:*‘C /{ w7 Q‘Flop |

CLK ‘ : : E E E_ From other |

. _:_rL ' E E C-elements |

0| PNz Lt ) atch a >

X : |

c. L _ CemimiiiEiini Error Detection lES_iCJl
OROUt
Sample
Errl
ErrO
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Delay Faults

_ Controller

* Delay line — S — Ep— e W

€ ay € tcomp : CLK Sample T iz |

— i |

LPD | s |

* Undetectable withouta TV | ; : — "

| . 'w ; L e D |

I l ID_)(?{-,.;:*‘C /{ w7 Q‘Flop |

CLK ‘ : : E E E_ From other |

. _:_rL ' E E C-elements |

0| PNz Lt ) atch a >

X : |

c. L _ CemimiiiEiini Error Detection lES_iCJl
OROUt
Sample
Errl
ErrO
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Delay Faults

 Delayline —ty,, = —fo———————— -

— LPD
« Undetectable withouta TV
* TV must be generated

From other
Q-Flops

o w7
ClLk Frdm other
b J— e Dout >
X
c _ immssind Error Detection Logic
ORout
Sample TV at the beginning
Errl of TRW
ErrO
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Test Approaches

« Three approaches evaluated
— Functional
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Test Approaches

« Three approaches evaluated
— Functional

— Scan chain
» Observability of Errl and ErrO
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Test Approaches

« Three approaches evaluated
— Functional

— Scan chain
» Observability of Errl and ErrO

— TV generator

» Some faults are only observed
when the circuit has a TV

» Glitch generator
» Delay test pattern

PUCRS c/??/”pG pAFH)H EDL FAULT ANALYSIS | 18

Pontificia Universidade Catolica do Rio Grande do Sul




Test Approaches

« Three approaches evaluated

— Functional Fault
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Test Approaches

« Three approaches evaluated

— Functional Fault
Wire/ Functional | Scan Chain | TV Gen.
Type
Element
. tmmp * *
— Scan chain SPD | — == ;
» Observability of Errl and ErrO Latch * *
t-.'.'o'mp *
LD | 7P i ’
XOR Gate * *
— TV generator Celement -
« Some faults are only observed OR Gate -

when the circuit has a TV
» Glitch generator
» Delay test pattern
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Fault
Wire/ Functional | Scan Chain | TV Gen.

Type
Element

Test Approaches o

w3 *
wd
whH
SAQ wb

* Three approaches evaluated

w8 *

*

. w9
— Functional w0 [
wll
wl2 *
wl
w2 *

*

— Scan chain :
« Observability of Errl and ErrO o f;

wl0

— TV generator TR :

« Some faults are only observed PO e
Latch *

when the circuit has a TV :

« Glitch generator LD | o e ;
C-element

* Delay test pattern OR Gate

Coverage 34% 66% 100%

* | % | w| %] *| | %] *| *

comp

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

*
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Fault
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* Three approaches evaluated
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— Functional *

w2 *
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— Scan chain -

« Observability of Errl and Err0 » b

wl0

— TV generator TR :

t. *
SPD comp

» Some faults are only observed
Latch *

when the circuit has a TV t
« Glitch generator LD | o e ;

C-element

* Delay test pattern OR Gate
Coverage 34% 66% 100%

* | % | w| %] *| | %] *| *

comp

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
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Conclusions and Next Steps

* Fault classification

— Identify faults based on the effects observed in the overall circuit
operation

— Extract fault coverage for three approaches

— Design for testability must be incorporated
* Increase observability and controlability
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Conclusions and Next Steps

* Fault classification

— Identify faults based on the effects observed in the overall circuit
operation

— Extract fault coverage for three approaches

— Design for testability must be incorporated
* Increase observability and controlability

* Next steps
— Investigate alternatives for TV generation
— Apply this fault analysis and classification to other resilient designs
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